ABSTRACT Blockchain is experiencing rapid development and has the full potential of revolutionizing the IoT platform in the industrial field. In this paper, a light-weighted Blockchain-based platform for IIoT is presented to address security, trust, and island connection problem in the process of IIoT ecosystem construction. BPIIoT is comprised of the on-chain network and the off-chain network. All transactions are processed in the on-chain network such as including digital signature based on access control and programmable permission. The off-chain network deals with the storage, complex data processing, and other problems that blockchain cannot solve. The smart contract is utilized as the service contract of consumers and manufacture resources, providing on-demand manufacturing service. Two smart application cases, manufacturing equipment data sharing and maintenance service sharing from smart manufacturing, are implemented to explain the smart contract for equipment maintenance service and status data sharing service throughout maintenance, repair, and operation service network by the BPIIoT.
I. INTRODUCTION
With the development of industrial production towards network and digitalization, smart factories are generating oceans of data from actuators, sensors and other devices. Gartner's IoT industry analysis report predicts that global access to the Internet will increase to 20 billion in 2020 [1] . As the number of connected devices in smart factories grows from billions to hundreds of billions, traditional centralized agent communication mode or Client/Server mode becomes unsuitable for the Internet of Things ecosystem construction. Many existing IoT solutions are expensive because of the high infrastructure (centralized clouds and large servers) and maintenance costs. Research firm Markets predicts that the global IoT market size is expected to grow from $170.57 billion in 2017 to $561.04 billion in 2020 [2] . In addition, all the connected devices have to be verified by the cloud server, and each connection between two devices is realized only through the Internet. As the number of IoT devices continuously increases, a large amount of information produced by these devices will also makes a higher cost. Besides, the connection of devices increases the risk of device manufacturers and
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smart factories, raising a significant challenge to the privacy, security and fault-tolerant of IoT.
The concept of Internet of Decentralized, Autonomous Things was presented in IBM Whitepaper [3] . IBM believes that a secure connection can be built among heterogeneous systems or open source systems, based on IoT solutions constructed by applying blockchain. Blockchain has been regarded as a disruptive innovation of computing mode after mainframe, personal computer, and Internet. As with cloud computing, Big Data and other new generation of information technology, blockchain is not a single information technology, but relies on existing technologies and ingenious composition and creation of them in order to realize new capabilities. Blockchain is an innovative application mode, in the Internet era, of distributed data storage, point-to-point transmission, consensus mechanism, encryption algorithm and etc. Currently, blockchain has some trial applications in some areas including Finance, Supply chain Management [4] , Digital Asset Transaction [5] , Internet of Things [6] - [8] , and Smart Manufacturing [9] .
The birth of blockchain brings about consensus mechanism and distributed network to IoT, which settles the cooperation problem of devices [10] . While distributed network helps nodes realize self-management, and centralized databases are no longer need, accordingly lower the operation costs of IoT. Furthermore, a peer-to-peer interconnecting provided by blockchain contributes to data communication for IoT, without CPU involved, this kind of distributed computation is able to process billions of transactions. Meanwhile, the computing power and storage capacity of geographically distributed idle devices can be fully utilized to process transactions.
In this paper, a light-weighted blockchain-based Platform for IIoT (BPIIoT) is presented to address security, trust, and island connection problem in the process of Industrial Internet of Things ecosystem construction, with blockchain techniques and smart contract introduced into IoT. Smart contract is utilized as the service contract of consumers and manufacture resources, providing on-demand manufacturing service. To be specific, BPIIoT, as a light-weighted blockchain network architecture, is comprised of the on-chain network and the off-chain network. All transactions are processed in the on-chain network, such as digital signature based on access control and programmable permission. The off-chain network deals with storage, complex data processing and other problems that on-chain cannot solved.
The rest of this paper is organized as follows: Section II introduces basics of blockchain. Section III descripts the relationship of blockchain and IoT. Section IV illustrates the proposed BPIIoT in detail. Section V shows two application cases, and Section VI concludes this paper and discusses the future work.
II. BASICS OF BLOCKCHAIN
Blockchain is the key technology of digital currency represented by Bitcoin, which was first proposed in 2008 by Satoshi Nakamoto [11] . However, there is currently no single definition of blockchain. Broadly speaking, blockchain is a new distributed infrastructure and computing paradigm in a trustless environment, which generates and updates data by using the distributed node and the distributed consensus algorithm, guarantees the security of data transmission and access through the cryptography theory, and has a workoperating mechanism based on the smart contract composed by automation scripts [7] . An integrated blockchain system covers some various technologies, such as data block, digital signature, and timestamp (for storing data), Peer-toPeer (P2P) network, consensus algorithm (for maintaining the system), mining and proof-of-work mechanism, anonymous transaction mechanism and Bitcoin wallet, Merkle tree, Unspent transaction outputs (UTXO), double-spending and so forth [12] - [14] .
A blockchain is a distributed data structure that is replicated and shared among the members of a network [7] . When a transaction begins, a data block is constructed firstly to record the content. Each block is verified by multiple nodes of the network, and the valid blocks are timestamped. A link is established between the blocks, thus generating a chain of blocks, i.e. blockchain. Each block in the chain is identified by its cryptographic hash, and each block references the hash of the block that came before it. The record of valid transaction is authenticated by other participants, and is replicated distributed across many nodes around the network. If someone intends to temper the data of a blockchain, more than 51% of the record of transactions need to be modified [15] . That is to say, it is hard to temper the data of blockchain when it reaches a certain size.
In a blockchain network, each user transacts through its own node, these nodes form a peer-to-peer network. Users interact with the blockchain by the use of asymmetric cryptography algorithm. Every signed transaction is broadcasted by a user's node to its one-hop peers. The valid transaction relays continually until it covers the entire network, while invalid transactions are discarded. In the mining process, the validated transactions are packaged into a timestamped candidate block during a certain time interval, the mining node broadcasts the block back to the network [16] . If the candidate block contains valid transactions, and references the correct previous block on the chain as well, then add the block to the chain. If not, the candidate block is discarded. Following elaborates some concepts and technologies of blockchain.
1) DATA BLOCK
All the transaction records are stored in data block, which is comprised of header and body. The header encapsulates the current version, address of the previous block, timestamp, random number, the hash value of current block, the root of Merkle tree (Merkle-root) and other information. The body mainly involves transaction counts and transaction details. Each transaction will be stored in block permanently, accordingly, transaction details can be queried. Every transaction is digitally signed by Merkle tree of body, thus the transaction is assured to be unforgeable and non-repetitive. Merkle root is generated via the hash process of Merkle tree, and stored in header.
2) MINING AND FORK
Data block is generated in the process of mining. Hash of pre-block and total transactions within 10 minutes compose a 256-bit string, and if a random number (nonce) were found in that the hash of string meets a certain condition, the miner achieves the right of accounting of the block, the so-called proof-of-work (PoW). Newly generated block broadcasts on the network, other nodes can easily verify the block. Through the PoW, miners compete the accounting right of block and link the block to the main chain, finally miners receive economic incentives as compensation. In this way, the main chain of blockchain is updated. When a fork happens, the fork problem is resolved automatically by the next block. Miners will compute and compare the workload of candidate forks. The nodes adopt the fork that carries the greatest amount of work.
3) TIMESTAMP
Timestamp is the total number of seconds from 00:00:00, 1970/01/01 (GMT) till now. It is usually a character sequence which denotes uniquely a certain time moment. Blocks of the main chain on the network are strictly chronological. Any node has accounting right of a certain block should attach timestamp to the header of the block, accordingly the time of data writing in the block is recorded. Timestamp is the proof of existence of data stored in block, and it guarantees the database of blockchain not to be tampered. Besides, timestamp provides time dimension for the applications based on blockchain.
4) MERKLE TREE
Merkle tree is a data structure of blockchain, which can summarize and verify the existence and integrity of data in block quickly. Merkle tree involves the bottom database in body, the Merkle root in header, and all branches from the bottom data to the Merkle root. The computing process of Merkle tree is, handling the data of body by hash computing, and inserting the generated new hash into Merkle tree, repeating to do so until there is only one root hash left which is denoted by Merkle root.
5) P2P NETWORK
Each node stores a full blockchain and performs data transmission and interaction according to the P2P (Peer-to-Peer) protocol [17] . Different from the centralized network mode, there is no server end, centralized service, and hierarchical structure in the P2P network. Each node has equal status, no specificity, and each node provides services together.
6) CRYPTOGRAPHY
In the definition and construction of block and blockchain, cryptography techniques such as Hash algorithm and elliptic curve public key cryptography are used to ensure the security and integrity of information [18] . These cryptographic techniques are also used to design consensus algorithms based on workload proofs and to identify users.
7) CONSENSUS MECHANISM
In the blockchain, the nodes compete for accounting and the criterion for competition is called the consensus mechanism [19] . The consensus mechanism refers to the algorithms, protocols, and rules that define the consensus process, which includes PoW workload proof, PoS (Proof of Stake) equity certificate, DPoS (Delegated Proof of Stake) share authorization certificate, distributed consistency algorithm, etc. [20] , [21] .
The mainstream consensus mechanism of the alliance chain is mostly based on PBFT and its variants, and the rights control of joining has greatly improved performance, but at the expense of some of the consensus efficiency, constraints, fault tolerance and other aspects of performance. The choice of consensus algorithm is related to the specific application scenario. Paxos or Raft is applicable to the trusted environment, PBFT is applicable to the license alliance chain, and PoW, PoS, Ripple consensus is applicable to the non-licensed chain [22] . The best design of consensus mechanism is modular (like Notary).
8) SMART CONTRACT
Smart contracts are commitments defined in digital form and agreements by contract participants to enforce these commitments. The essence of the contract terms embedded in hardware and software was first proposed by cryptographer Nick Szabo in 1997 [23] . A smart contract is a stateful computer script running on a blockchain data block. It is event-driven and can process data actively or passively to control and manage smart assets on various chains, accept, store and send value. The combination of blockchain and smart contract is becoming a current research hotspot, such as Ethereum, Codius, and Hyperledger, which have their own programmable contract language and executable infrastructure, and smart contracts are stored on blockchains. Scripts are executed in a distributed manner through blockchain nodes. A state machine system is built by the blockchain consensus algorithm to support the efficient operation of smart contracts [24] .
III. BLOCKCHAIN AND IIOT

A. THE PROBLEMS OF IIOT
As an integrated architecture for manufacturing IoT technologies and models, IIoT uses IP-based networks and cloud connectivity to describe machines and product networks that can communicate and share intelligence in industrial environments to optimize relevant industrial operations to eliminate uncertainty and safety in industrial processes. The core of IIoT is to use good data to drive the fusion of the physical world and the virtual world. Digital Twins is a ''secondary world'' composed of physical entities and digital virtual bodies [25] . Through the virtual factory, it can monitor the production capacity, operational efficiency and equipment operation status of the manufacturing site, and manage the plant operation in real time and effectively; in addition, it can also develop, manufacture, sell and analyze the product performance throughout the product life cycle.
The development phase of IIoT includes data collection and storage, production management and analysis, business intelligence and decision making, and business model change [26] . For the IIoT implementation, the most critical issues are the security of the data [27] , the trust of network [28] , and isolation connection [29] .
1) SECURITY OF THE DATA
The seismogenic virus exposed in 2010 caused massive damage to industrial and public infrastructure such as multinational nuclear power plants, dams, and national grids [30] . A reliable IIoT infrastructure ensures that critical computing, network and storage resources are up and running, avoiding unplanned downtime of the equipment. Security means that data is not damaged, not lost, and is not stolen or tampered with. However, most manufacturers believe that additional VOLUME 7, 2019 security measures will not increase the market value of the device itself, only increase its production costs [31] . As a result, existing IoT devices have long-standing high-risk vulnerabilities such as default passwords and plaintext transmission key. In 2016, the Mira botnet launched a DDOS attack on Dyn, a US domain name resolution service provider, by controlling a large number of IoT devices, causing a large-scale network disconnection in the eastern United States [32] . Such attacks greatly threaten the security of user data and could cause data leakage. Therefore, solving the security of existing IIoT architecture is an urgent matter.
2) TRUST OF NETWORK
After Edward Snowden leaks [33] , [34] , it is difficult for IIoT adopters to trust technological partners who may give device access and control to certain authorities (i.e., governments, manufacturers or service providers), allowing them to collect and analyze user data. Therefore, trust and anonymity should be at the core of future IoT solutions.
3) ELIMINATION OF THE ISOLATED CONNECTIONS
The interconnected devices inside the plant do not work in isolation, but need to interact with the entire ecosystem. The depth and breadth of the interconnection determine the pattern of the IIoT ecosystem. The connection mode of the Industrial Internet of Things includes device to device, device to cloud platform, device to gateway, cloud platform to cloud platform [35] . Elimination of the isolated connections is a major problem that needs to be solved.
B. APPLICATIONS OF BLOCKCHAIN IN IIOT
In the past decade, with the emergence of blockchain, the idea of combining blockchain and IIoT has gained considerable interest [36] . In fact, there are many similarities between the IIoT and the blockchain, such as a tremendous number of different nodes, frequent and volatile heterogeneous data exchange, high security and privacy requirements, etc. Hence, it is feasible to utilize the blockchain technology to the IIoT system to improve the underlying architecture and solve the above-mentioned issues [37] .
There are various existing researches on blockchain-based solutions for IIoT. Considering the security and privacy of data, Wu et al. proposed a new two-factor authentication scheme based on the Blockchain technology to ensure data security [38] . Further, in [39] , IoT was combined with the open source Blockchain platform to realize data exchange, and a distributed method was created to improve the security on the equipment level. Based on the Blockchain and Smart Contract, a point-to-point IIoT platform called the BPIIoT was created in [8] to realize data exchange without trusted intermediaries. However, the major drawback that those researches have is that the introduction of the Blockchain technology increases the transmission and computing burden of the IIoT architecture, but the impact on the real-time capability of the industrial environment is not taken into deep consideration. Novo [36] proposes an access control system based on the blockchain technology to manage IoT devices. However, the system is not fully built on a distributed architecture because of the usage of the central management hub. Once the management hub is failed or attacked, IoT devices connected to it become unavailable. Yang et al. [40] exploit the consortium blockchain technology to propose a secure energy trading system. But they do not consider privacy issues such as the sensitive data disclosure risk, and thus it cannot guarantee sensitive data confidentiality. The aforementioned systems all adopt chain-structured blockchains in IoT systems, which are overloaded for power-constrained IoT devices. Xiong et al. [41] introduce edge computing for mobile blockchain applications and present a Stackelberg game model for efficient edge resource management for mobile blockchain. They reduce computational requirements of mobile devices by leveraging edge computing. Furthermore, [42] describes how the integration of IIoT and blockchain will improve the security and efficiency of various industrial sectors such as supply chain, autonomous vehicle and manufacturing plant equipment. Based on blockchain technology, Liang et al. [43] present a trusted and resilient communication architecture for IIoT applications, which can achieve data assurance, resilience and accountability. To ensure the security and privacy of trading data and consumption in the smart grid energy trading scenario, blockchain is used together with several other technologies including multisignatures, and anonymous encrypted messaging streams in [44] . All of the above works have pointed out that the scalability is a major concern of blockchain-enabled IIoT systems. However, the performance of blockchain systems (scalability, decentralization, security or latency) hasn't been well investigated in these works.
IV. A LIGHT-WEIGHTED BLOCKCHAIN-BASED PLATFORM FOR INDUSTRIAL IOT (BPIIOT) A. OVERVIEW OF BPIIOT
As shown in IV-B, the light-weighted blockchain-based platform for Industrial IoT (BPIIoT) is based on a blockchain network embedded with smart contracts. Smart contracts serve as an agreement between service consumers and manufacturing resources, who provide the on-demand manufacturing services, to support the development of Decentralized end-toend manufacturing Applications (DApps). We aim to build a decentralized system with nodes supervising each other, create a trusted data resource trading platform.
The deployment and implementation of blockchain technology requires the participation of multiple nodes. Under the conditions of the Internet of Things, the computing power of each intelligent device is very limited. Compared with the traditional blockchain mining nodes, the Hash computing capability is even Less than one thousandth of the GPU system. In practical applications, the power consumption of IoT devices is also a difficult problem. The existing blockchain technology cannot be directly applied to the industrial Internet of Things, the BPIIoT platform is designed as a lightweight network architecture consisting of an On-Chain network and an Off-Chain network to reduce network load and latency. All transactions are carried out in the on-chain network, such as digital signatures based on admission control, programmable licenses, etc. Correspondingly, some problems, such as storage, complex data processing, etc., can be solved under the off-chain network. The on-chain network avoids the participation of third parties by introducing Secure Multi-Party Computation (SMPC). Data query and calculation are distributed on different nodes, which participate in the calculation without leaking information. In addition, each node in the sub-network is not required to repeat the calculation and storage of data to meet higher computing requirements.
B. ON-CHAIN NETWORK
The on-chain network consists of a normal node and a verification node. Normal nodes do not participate in the bookkeeping record, that is, they do not participate in the calculation of the PoW. They only encrypt and transmit the data and broadcast the data as a transaction to the entire blockchain network. The verification node is specially deployed for the calculation of PoW, and has strong computing power. It is responsible for access control management and clearing payment of normal nodes. These verification nodes can be composed of multiple different objects. Networked service providers can use mainstream PC servers to build these nodes. Since these verification nodes themselves do not store user data, there is no possibility of user data leakage and exploitation.
The primary function of the on-chain network is to provide communication services, and the data transmission between the nodes through the blockchain. There are two ways to store data on a blockchain, one is to add data to a transaction, such as bitcoin, and the other is to write data into a contract, such as Ethereum. Both store data by sending transactions to the blockchain, and these transactions include transferring information and any other data. When the transaction is completed, the data contained in the transaction is open to the blockchain network. The on-chain network supports multiple blockchain services, such as incentives, right management, transaction verification, asymmetric encryption, and so on.
C. OFF-CHAIN NETWORK
In the off-chain network, data storage and calculation processing are mainly performed. The blockchain is not a general-purpose database. The off-chain network has a decentralized off-chain database, namely Distributed HashTable (DHT) [45] , which can be accessed by the blockchain. Blockchain save the data's references instead of the data itself. The data is encrypted in the blockchain and stored in the DHT, and the access control protocol is written on the blockchain to ensure the security, and the off-chain network provides an API interface to read the data in the DHT.
The nodes in the off-chain network form a distributed database. Each node allocates a certain percentage of encrypted data according to shares, thus ensuring the confidentiality and fault tolerance of the calculation process. Kademlia DHT protocol [46] based distributed storage can help the storage of shares.
In terms of computational processing, the off-chain network ensures the correctness of code execution and does not leak raw data to any nodes. In addition to the superiority of privacy, the off-chain computing network can be broadcasted through the blockchain after complex calculations.
D. IOT UNIT
The IoT unit, a node in on-chain network, is the most important component of BPIIoT, which provides a plugand-play solution as a bridge between machine/equipment and blockchain networks. Through the IoT unit, the machine/equipment can upload operation data to the blockchain, send transactions to the related smart contracts, and receive transactions from other nodes in the blockchain. Each IoT unit consists of four layers, namely the device layer, the network layer, the service layer, and the application layer. The device layer includes mainly sensors and actuators deployed in the industrial field, and is connected to the machine or equipment through the interface board. The node communicates with the blockchain through the network layer. The service layer consists of General Service Support and Blockchain Service Support. GSS includes device manager, I/O interface, controller service, and the functionality of the microcontroller. BSS covers incentives, asymmetric encryption, transaction verification, rights management, contracts, and so on.
E. DISCUSS
The proposed BPIIoT can address the three major issues of IIoT presented in section III. A. We will discuss as follows. In terms of security, the threat of the IIoT mainly comes from the application layer, the network layer and the perception layer, as shown in Figure 2 . The blockchain will have an important impact on the IIoT by virtue of its peer-to-peer, open and transparent, secure communication, difficult to tamper with and multi-party consensus. Multi-center features will reduce the high cost of operation and maintenance of the centralized architecture. The characteristics of information encryption and secure communication will help protect privacy. Identity, rights management and multi-party consensus can help identify illegal nodes and prevent malicious attacks in time. We will present the data security and privacy strategies in detail in section IV.
In traditional IIoT, the trust problem between components can be solved with the help of digital signature and access control mechanisms. Control over resources distribution and finished products can be carried out using a database accessible to all components. However, those solutions are quite complex and require the deployment of complex infrastructure to provide fault tolerance, performance and availability. The BPIIoT provides a simpler solution for this problem, which uses smart contracts for processing and storing information related to the interaction between all components, eliminating mistrust between the parties.
For the communication problem between IoT heterogeneous devices, the blockchain uses P2P networking technology and hybrid communication protocol to establish a decentralized trust and autonomous system between devices, which greatly improves the stability and reliability of the Internet of Things.
V. DATA SECURITY AND PRIVACY
According to CIA requirement [47] , we need to make sure that our architecture have to meet three requirements: confidentiality, integrity and availability. In this section, we consider secret sharing mechanism, data access based on the Secure Multi-Party Computation to guarantee data security and privacy.
A. THE SECURE MULTI-PARTY COMPUTATION
The growth of the Internet has triggered tremendous opportunities for cooperating computation that could occur could occur between mutually untrusted parties [48] . SMPC refers to the problem that two or more users can cooperate to perform a certain computing task under the premise of ensuring to protect the private information in an untrusted network. SMPC is the basis for cryptographic protocols such as electronic elections, threshold signatures, and electronic auctions. Scholars have done a lot of research on the efficiency of secure multi-party computing protocols, the formal definition of secure multi-party computing, the expansion of new application environments, and the construction of new secure multi-party computing protocols.
Equation (1) represents the mathematical model of SMPC, which includes k users who do not trust each other in the distributed network. The secret input corresponding to user U j is represented by x i , and the corresponding output is represented by y i . These k users perform function F together.
In the calculation process, for any user U i , in addition to obtaining the output y i , no information can be obtained from other U j (j = i) users. Generally exist y 1 = y 2 = . . . = y n , Thus the function can be simplified, expressed as k : (x 1 , x 2 , . . . , x n ) → y.
The SMPC basic protocol consists of a basic functional security protocol that could be called frequently by higher layer protocols as an underlying tool, such as Oblivious Transfer Protoco (OTP), Multiplication Protocol (MULP), Secure Two-Party Scalar Product Protocol (STSP), Permutation Protocol and Secure Comparing.
B. SECRET SHARING MECHANISM
Secret sharing is a common cryptographic technique that separates secrets and stores them separately. This concept was first proposed by Shamir [32] and Blakley [49] . We consider using the Threshold Secret Sharing to prevent the secret from being too concentrated in the hands of one party, and to reduce the risk of secret disclosure. Assume that in a threshold cryptosystem, n represents the number of all participants, and t+1 represents the minimum number of participants required to decrypt a secret processed with threshold encryption. For example, for a secret s, shared by n participants, at least t+1 participants can recover the shared secret s, and any subset of t participants cannot know the secret. The Linear Secret-Sharing Scheme (LSSS) divides a secret into multiple shares, and these shares constitute a linear combination of the secret. The Shamir Secret Sharing (SSS) [12] uses polynomial interpolation to ensure its safety on a finite field. For the secret s, it can be represented by the t-degree polynomialf (x) :
Then the shares can be expressed as:
Given t+1 shares, you can use Lagrangian interpolation to reconstruct f (x), if = f (0), the secret s recovery. Since the SSS is linearly homogeneous, the scalar operation of adding and multiplying the shares are directly performed. Taking the addition operation as an example, the process is expressed as follows:
The multiplication of the two secrets s 1 and s 2 is more complicated. If a participant tries to calculate the multiplication of two secrets, a 2t degree polynomial will be obtained, which requires a polynomial reduction step (2t→t), and adds a constraint that majority users are honest to ensure the privacy and correctness of the results (i.e. t<n/2).
C. DATA ACCESS
In the BPIIoT system, the off-chain network and the on-chain network are interconnected. Data access is achieved through a global dictionary, three different decentralized databases that can be accessed through the global dictionary, Public Ledger, DHT and MPC. Identities are stored on the Public Ledger, and the off-chain database (DHT) storage and computing(MPC) requests are routed through the blockchain. The data query and calculation are distributed. The data is stored on different nodes. These nodes participate in the calculation, and the introduction of Secure Multi-Party Computation (SMPC) in the blockchain network can avoid leaking information.
The definition of shared identity is an extension of multiple identifiers and their semantics, defining access control rules for metadata and the nature of data (public or private data) represented by 2n+1 tuples.
The public transaction is stored on the public ledger after blockchain verification. Since the predicate with the shared identifier and management access control is stored on the ledger, the blockchain can access any off-chain resources. For metadata involving privacy, the under-chain network can act as a trust validator. For example, Bob needs to use Alice's height data. Alice allows Bob to use her height information for joint query calculations, not knowing her specific height. At this point Alice can call a smart contract, using the MPC Predicate, MPCl['alice_height']=alice_height to share her height data, and Bob refers to the data for calculation without knowing Alice's specific height. The MPC predicate creates a data owner Alice, and a data user Bob with restricted access rights. The MPC predicate is stored on the blockchain, which defines the identity-related information (the address of the shared identity list and the reference permissions of the data) that can be used to verify access rights. Other private metadata is stored in the off-chain network via DHT.
The data under the chain is stored in the DHT, and its data access mode is similar to that of the public ledger. By default, data is locally encrypted and only signed entities can request to send back data. Otherwise, use DHI . set(lε, v, p) , where k is the key, v is the value of the data, and p is the predicate, Data access via key k is only possible when p is satisfied.
The usage of MPC is similar to DHT. Share data v when MPC · set(k, v, p) is executed, where k is the key, v is the value of the data, and p is the predicate, shares are allocated to potential computing parties and stored locally. The predicate p is used to determine which participant can reference the data for calculation without leaking v, which is v Twf ← MPC|k|. By default, only the original owner can request the original data via v ← MPC. declassif y(k) request. Any participant can reference the data for calculation. Figure 3 shows an automatic packaging platform based on the proposed BPIIoT architecture. There are two sensors connected with two robots to collect state data, such as temperature, vibration frequency and so on. The server is responsible for verifying transactions on the blockchain, and the verified transactions are packaged to form new blocks. The following application cases are implemented on this platform.
VI. APPLICATION CASES
A. BPIIOT FOR SMART PREDICTIVE MAINTENANCE
In the field of smart manufacturing, the predictive maintenance service application with smart contract in a smart factory, as shown in Figure 4 , can be developed based on the BPIIoT platform to record and manage the equipment information and the maintenance process, such as equipment type, equipment details, production dates, parts information, status data, maintenance records and inventory.
Sensors with different functions and types are installed on the production equipment. Through the Prognostic and Health Management (PHM) and self-service application of the BPIIoT platform, the equipment state parameters can be online monitored at different positions such as the temperature, vibration frequency, pressure, displacement. The state parameters and maintenance data are recorded in a node from the on-chain network. The equipment can request for maintenance services, replenishment or replacement of spare parts issued by the service provider/supplier. As shown in Table 1 , by creating a smart contract maintenanceService, the equipment maintenance transaction between the manufacturer and the service provider is automatically executed, and the smart contract as an agreement between the device and the maintenance service provider, can process the maintenance service request or process part replacement instructions
In the case of Ethereum, the smart contract is the code stored in the blockchain. The contract state is stored in the blockchain. The contract code is executed through the blockchain node, which is equivalent to the enforcer of laws and regulations in the process of commercial transaction and supervision and management. And store the contract calculation result through the distributed consistency algorithm in the blockchain to update the contract status. The blockchain is equivalent to a transaction-based state machine that changes the state of the state machine through transactions from the initial state. State refers to any data that can be represented by the computer. The state transition can be expressed as follows:
Where γ is the state transfer function of the blockchain; σ t is the state of the blockchain at time t; and T is the transaction. In the blockchain system, transactions are collected into blocks, each of which can be replaced by its own hash value. Each block contains the hash of the previous block, the set of transactions, and the state of the block itself. The block is connected to the chain by storing the hash of the previous block. Overall,
The blockchain stores all transactions in the block for easy traceability. Like Ethereum, the latest state of the blockchain is stored in the MPT (Merkle Patricia Tire), which instantly generates a summary of the latest status. You can quickly find the needed information based on Key.
In maintenanceService, two state parameters of pressure and vibration frequency are selected. The controller service monitors the temperature and vibration frequency at each critical position of the equipment, and defines different rules to determine whether to execute the maintenance service request or component replacement instruction. When the vibration frequency of the device exceeds a given threshold a certain number of times, the controller service sends an equipment service request, that is, the transaction is sent through the requestService function of the maintenanceService (between the device and the service provider). Similarly, when the temperature of a component on the device exceeds a given threshold a certain number of times, the spare part replacement command is triggered, and the device sends the transaction through the orderPart function of the smart contract maintenanceService (between the equipment and the service provider), and passes the token to pay for spare parts.
The transaction is stored in a member variable, and the contract method can be called to query the contract or change the state of the contract. Through the Ethereum client (geth) deploying the smart contract maintenanceService on the blockchain network and assigning an address to it, a private blockchain network is established, and any user in the network who knows the contract address and interface can send transaction through the contract. All operations that change the state of the contract require the creation of a transaction in the blockchain. When the transaction is sent to the blockchain network, it is written to a block along with other outstanding transactions. After the miners verify the validity of the transaction, they form a consensus in the block and broadcast the new block to the entire network. When the transaction is ''mining'', the contract is executed
B. BPIIOT FOR SHARING SERVICE OF EQUIPMENT STATUS DATA
In the traditional production environment, the status data of manufacturing equipment is complex and stored in independent systems [50] . These systems may belong to the different service providers. Manufacturing companies maybe have no direct control over these equipment status data and cannot understand true value of the massive amount of data. For example, equipment operation data and maintenance records are stored in the equipment manufacturer or maintenance service provider's server. Once the service provider is replaced, historical data is lost and broken, which is not conducive to continuous supervision of the manufacturing equipment and management and maintenance of the whole life cycle. The E-chain can support manufacturing companies to achieve multi-party coordination of supply chain, intelligent production management and distributed production collaboration, and promote the sharing of research and development technology, production equipment and manufacturing services. Among them, the sharing of equipment includes not only the sharing of equipment capacity, but also the sharing of equipment status data. Status data sharing makes research and development technology, manufacturing and distribution audits more effective, which helps production companies reduce operating and manufacturing costs.
In the blockchain-based manufacturing equipment data sharing model shown in Figure 5 , the manufacturing equipment in the factory is registered after the Ethereum smart contract registration; the data is verified using multi-point consensus and encryption technology to ensure data consistency and security; the validated data, which are organized into a standardized readable and writable data format by big data and AI technology, are stored in the off-chain database, while a summary index is generated and be sent to the onchain network. The contents of the block record information such as data ownership and browsing permissions. In the BPIIoT, the access rights of different nodes are defined through the blockchain, smart contracts are applied to send transactions, which support the equipment nodes to share data with other nodes (service providers, smart factories or third-parties). PoW is introduced to incentives in the form of tokens, the transaction can contain binary data and tokens to form a peer-to-peer network with private, central, open, transparent and other features.
1) NODES AND TRANSACTION
Network nodes are divided into two categories: equipment nodes (data contributors) and service provider nodes (data beneficiaries). The software components of each node are the same, including administrator, back-end API library, Ethernet client and database, Ethernet client provides functions such as account management, mining, transfer, smart contract deployment and execution. After registering through a smart contract, the node participates in the network activity as a unique digital identity. It has an external account and a contract account that stores the code (shares an address space). The address of the external account is determined by the public key. The address of the contract account is determined when the contract was created. Each account has a token balance that can be changed by sending it a transaction with a token.
The equipment status data and the digital asset record are stored in the blockchain network. The transaction information includes the registration alias of the equipment (for VOLUME 7, 2019 FIGURE 5. The blockchain-based manufacturing equipment data sharing model. privacy protection), the data type, the metadata tag of the original transaction data, the complete metadata index, and the transaction record, transaction encrypted link, timestamp generated by the transaction. All information is encrypted and digitally signed to ensure authenticity and accuracy.
2) SMART CONTRACT TYPE AND FUNCTION
Node management and API applications are implemented through smart contracts that automatically track specific state changes, such as changes in access rights, and updates to data records. A generic smart contract template is formed based on common business models and processes in different business areas. This article defines the Register Contract (RC), the Summary Contract (SC), and the Equipment Provider Relationship (EPR). Use smart contracts as assets on the chain to achieve process management over the life cycle of the contract (submission, deployment, use, cancellation).
The RC maps the participant's identity string to the corresponding Ethereum address, supports registration of a new identity or changes an existing mapping relationship; causes the identity string to form a mapped address with the blockchain, finds and matches the corresponding SC contract.
The SC contains a list of EPR contract indexes, indicating that all nodes participate in the business with the history of other nodes. For device nodes, the SC contract stores all service provider indexes that have business relationships with the node; for service provider nodes, SC contracts are stored an index of a device that has provided a service or an index of a third-party organization that the device has authorized to share data. An SC contract supports a user notification function; a state variable of a device-server relationship indicates a status of the relationship, such as ''whether newly established,'' Waiting for update'', ''Device authorization''; device nodes can accept, reject, delete relationships, decide which data records to authorize to share.
The EPR contract defines a data pointer combination and its associated access permissions to identify data records held by the service provider. each pointer consists of a query string that returns a subset of the data, the query string is labeled the hash of the data subset ensures that the data is not tampered with; the hash table can match the query address with the list of additional query strings to share data records with other nodes.
Use the MPR contract to build the relationship between the device and the service provider, correlate the device's data records with licenses, data pointers, and enter them on an external database. Service providers can add new data records to devices, and devices can authorize sharing of data records between service providers. Participants will automatically receive notifications and verify before operating changes, ensuring that each participant is informed and involved in the maintenance of data records. The public key encryption algorithm is used to perform digital identity management on the network node, and the digital identity of the node is matched with the Ethereum Address. After the blockchain network confirms the command, the Off-Chain devices and service providers' respective databases are updated synchronously to ensure data consistency.
3) INCENTIVE MECHANISM
Introduce the mining and reward mechanism of blockchain, and encourage data beneficiaries such as service providers or third-party organizations to contribute computing power as miners, use workload proof mechanism to build consensus, and form a trusted blockchain data sharing network. The service provider or third-party organization participates in the management of the blockchain network, and can obtain the corresponding reward, that is, the device grants its data access authority. The MPR contract has a built-in mining bonus function, and the service provider adds a bonus query to all transactions that are sent out to update the MPR contract.
If the block containing the record of the updated transaction is dug out, the mining bonus function assigns ownership of the reward query to the miner, after which the miner receives the award by sending a request to the corresponding service provider database administrator. The distribution of data and value in the network is achieved by issuing Token tokens, as shown in table 2 for an example of a Token issuance contract. After authorization by the device, the authorized party obtains read and write access to the device data. For example, the device node obtains the Token reward by uploading the data; the service provider node and other nodes can also obtain the Token reward by verifying the uploaded device data; the Token obtained by the device node can be used to purchase the maintenance service, etc.
4) SERVICE PROVIDER
Service providers include equipment manufacturers and maintenance service providers. The maintenance service provider can provide a more complete equipment health management plan, formulate a more efficient and reasonable maintenance scheduling plan and establish a complete evaluation and evaluation standard system. For equipment manufacturers, analyzing equipment operating data and production data can help improve the process and accelerate the development cycle, which can bring about the improvement of the efficiency of the whole life cycle, which can bring about the transformation of business models from selling machines to selling services, personalization and industrial chain finance.
5) SMART FACTORY
Through the internal information system (such as SCADA, ERP, PDM, CRM, etc.) and the device data sharing network for API docking, you can master all the data of the equipment in the factory, realize online operation and monitoring; machine equipment networking can provide real-time feedback Data, and use the computing power of the cloud to optimize equipment operations, adjust production schedules in a timely manner, improve efficiency and reduce costs.
6) THIRD-PARTY
Blockchain and multi-party computing support sharing production data of factories without leaking secrets, providing data foundations for statistical research for universities and research institutions, helping government departments to coordinate production resources, plan production capacity, and provide production plans and recommendations.
The device data sharing model keeps the private information in the account of the device node. The running data, maintenance records and production data of the device are stored in the database under the chain. After the anonymization process, the data index is extracted and transmitted to the blockchain network. Other nodes use smart contracts to capture relevant information and perform intelligent big data analysis and mining through big data and artificial intelligence.
VII. CONCLUSION AND FUTURE WORK
This paper elaborates the concept definition, technical principle and infrastructure of blockchain, and proposes a light-weighted BPIIoT to support the development of decentralized, end-to-end manufacturing applications. The BPIIoT platform is based on a blockchain network embedded with smart contracts. Smart contracts serve as an agreement between service consumers and manufacturing resources to provide on-demand manufacturing services. In order to reduce the load and delay of the network, the BPIIoT platform is designed as a light-weighted network architecture consisting of an on-chain network and an off-chain network. All transactions are carried out on the on-chain network, such as digital signature based on admission control, programmable licenses, etc., the off-chain network handles problems that cannot be solved by blockchain technology, such as storage, complex data processing, and so on. Several basic protocols for secure multi-party computing are described, and data sharing mechanisms and data access methods are studied. Aiming at the interconnection problem between the on-chain network and the off-chain network, the identification management method of the blockchain and the corresponding link protocol are proposed. Through the BPIIoT platform, smart devices in smart factories can perform decentralized, trusted, end-to-end network interactions and transactions, helping to open up the data channels of the IoT horizontal industry chain and vertical IoT devices, establish and maintain the consensus of the industrial IoT ecosystem, promote the use of data throughout the ecology. Finally, taking the smart maintenance and data sharing of the equipment as two use cases, the application of BPIIoT is verified and analyzed.
We describe two applications of the proposed BPIIoT platform based on smart contract and blockchain. We look forward to focusing on research in the use of blockchain to meet the legislative standards for industrial application. JINGWEI WANG received the B.E. degree in control science and engineering from Shandong University, Jinan, China, in 2016. He is currently pursuing the Ph.D. degree with the College of Electronics and Information Engineering, Tongji University, Shanghai. His research interests include graph data mining, big data analytics, and machine learning. VOLUME 7, 2019 
